Supplementary Topic

BROWSER COOKIES




What are they?

= Cookies are a small piece of data sent from a website and stored in the user's web browser
while the user is browsing

= Every time the user loads the website, the browser sends the cookie back to the server to
notify the user's previous activity

= Cookies were designed to be a reliable mechanism for websites to remember information
(such as items added in the shopping cart) or to record the user's browsing activity (including
clicking particular buttons, logging in, or recording which pages were visited in the past)

= Cookies can also store passwords and online form information a user has previously entered,
such as a credit card number or an address

= Cookies are browser-specific — each browser (Edge, Chrome etc.) maintains its own cookies
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Types of cookie

Session cookie - exists only in temporary memory while the user navigates the website. Web
browsers normally delete session cookies when the user closes the browser

Persistent cookie (sometimes referred to as tracking cookies) expire at a specific date or after a
specific length of time. They can be used by advertisers to record information about a user's
web browsing habits over an extended period of time. However, they are also used for
"legitimate" reasons as well (such as keeping users logged into their accounts on websites, to
avoid re-entering login credentials at every visit).

Third-party cookie - normally, a cookie's domain will match the domain that is shown in the web
browser's address bar. This is called a first-party cookie. Third-party cookies, however, belong to
domains different from the one shown in the address bar. This opens up the potential for
tracking the user's browsing history, and is often used by advertisers in an effort to serve
relevant advertisements to each user. Since 2011, European law requires all websites targeting
European Union member states to gain "informed consent" from users before storing non-
essential cookies on their device.

Most modern web browsers contain privacy settings that can block third-party cookies.
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Managing cookies — e.g. Microsoft Edge

« Advanced settings =421

Privacy and services

Some features might save data on your device or send it
0 Microsoft to improve your browsing experienca.
Learn more

Offer to save passwords

@ on

Manage my saved passwords

Save form entries

@ on

Send Do Not Track requests
@ off

Get Cortana to assist me in Microsoft Edge

@ on
Search in the address bar with

Google

Change

Show search and site suggestions as | type

@ on

Clear Bing search history

Cookies

| Block only third-party cookies \<-| BIOCk third-pa rty COO kies

Let sites save protected media licences on my
device

@ on
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What do they contain?

[l Untitled - Notepad

File Edit Format View Help

skyscanner.net TRUE / FALSE 1485451540
mp_2434748954c30ccc5017faad56fa3d38 mixpanel %7B
%22distinct_1d%22%3A%20%221526e734af71b5-015b1359634d6-60126175
-laeaa®-1526e734af82e%22%2C%22User%20Locale’%22%3A%20%22EN-GB
%22%2C%22User%20Market%22%3A%207%22UK%22%2C%22User%20Currency
%22%3A%20%22GBP%22%2C%22New%20User%22%3A%20true%2C%22Internal
%20User%22%3A%20%22FALSE%22%2C%22Mobi1e%22%3A%20%22FALSE%22%2C
%22Tablet%22%3A%20%22FALSE%22%2C%2205%20Version%22%3A
%20%22UNKNOWNZ%22%2C%22Browser%x20Version%22%3A%207%22UNKNOWN
%22%2C%22Cookie%20Policy%20Alert%20Acknowledged%22%3A%20false
%2C%22%24initial referrer’%22%3A%20%22%24direct%22%2C
%22%24initial_referring_domain%22%3A%29%22%24direct%ZZ%?d
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Nothing too intelligible!




